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Abstract

Large-scale distributed applications are subject to feedjulisruptions due to resource contention
and failure. Such disruptions are inherently unpredietaloid thereforeobustness is a desirable property
for the distributed operating environment. In this work wescribe and evaluate a robust topology for
applications that operate on a spanning tree overlay nktwdnlike previous work that is adaptive
or reactive in nature, we take a proactive approach to rabsst The topology itself is able to
simultaneously withstand disturbances and exhibit goatbpaance. We present both centralized and
distributed algorithms to construct the topology, and tdemonstrate its effectiveness through analysis
and simulation of two classes of distributed applicaticsesta collection in sensor networks and data
dissemination in divisible load scheduling. The resultevstthat our robust spanning trees achieve
a desirable trade-off for two opposing metrics where tradél forms of spanning trees do not. In
particular, the trees generated by our algorithms exhibth lresilience to data loss and low power
consumption for sensor networks. When used as the overtaoriefor divisible load scheduling, they

display both robustness to link congestion and low valuegtfe makespan of the schedule.

Index Terms

Robustness, Distributed computing, Graph theory, Faldtaoce, Wireless sensor networks, Divis-

ible load scheduling

. INTRODUCTION

The design and implementation of distributed computingesys has historically been carried
out with performance being the dominant goal. Typically dgective is to optimize a criterion
such as response time, makespan, or hit rate. Furthernmergerformance metrics are usually
viewed from an individual perspective and may not corresjpnthe social optima. In order to
realize the benefits from such performance-oriented dsstbe distributed environment in which
the application is deployed must be somewhat predictaliiat &, calculation of theptimal
schedule often requires accurate and a priori knowledggsiEm load, communication latencies,
and execution times of individual tasks. With the curreahtt toward large-scale, geographically
separated systems with shared computational resouraegssumption of exact knowledge of
system parameters is unrealistic. Hence there is a needdagpiorate robustness into the design
of distributed systems. Robust systems perform well acaosgle range of operating conditions

and exhibit graceful degradation under anomalous comditid]. In this work we present a
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technique for improving the robustness of a distributedesysfor applications that operate on a
spanning tree overlay network. Spanning trees are widedygl s communication networks as a
means to disseminate information from one node to all otbeea and/or to collect information
at a single designated node. The defining characteristicuofspanning tree topology when
compared to other types of commonly seen spanning treesaistlie resulting trees perform
well for multiple, conflicting metrics; the trees are robust

The importance of robustness in the design of complex antfilited systems is well-
established [1]-[6]. Biological systems naturally formbust topologies that are resilient to
attack [4], [5]. Social networks exhibit the small-worldgstomenon in which any two members
are separated by just a few acquaintances. This phenomearorbe viewed as a form of
robustness since information reaches every person in thgore very quickly despite the
fact that some people will not pass on the information. Moegtipent to our interests is
the ability of distributed computing systems to maintainfpenance despite the presence of
various perturbations. This should be a fundamental cdringphe design of distributed systems.
Particularly when network bandwidth and computationabueses are shared, robustness is a
desirable system property because communication delayseaecution times are inherently
difficult to predict. Nonetheless, whenever we have somecehim the design of the system,
e.g. the topology of an overlay network, then we can influegheesystem’s response to various
disturbances. There is often a trade-off for incorporatimigustness into a system and our work
is no exception in this regard. However, we will show that piiee paid in performance loss is
well worth that gained when the operating environment isredigtable.

In the next section we compare and contrast related workeratkas of system design and
scheduling. We then discuss in Section Ill the applicatiomdet for which our technique is
appropriate and present both centralized and distribufgatithms for constructing the robust
topology. The form of the resulting spanning tree is comgai® other spanning trees that
are commonly found in the literature. Through analysis aintukation we then evaluate the
effectiveness of the technique on two different distrildug@plications. In section IV we consider
an application to sensor networks wherein data is forwatgethe tree and collected at a single
node. The results show that the trees effected by our ahgoradmit near-optimal resilience to
node failures (we prove the optimal case) and at the sameaimegery efficient with respect to

power consumption. In section V we present an applicatiativisible load scheduling in which
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work originates at a single node and is distributed over asipg tree network for the purpose
of minimizing the makespan via parallel execution. The ®oftithis particular application is not

optimality of the schedule per se, but rather it is to show tha technique can be used to easily
construct robust solutions that achieve a desired trafldesy execution times and robustness

to network congestion. A discussion of future work and theabasion is given in Section VI.

Il. RELATED WORK
A. System Design

Several researchers have argued that robustness is al praparty in the design and op-
eration of distributed systems [1]-[3], [6], [7]. Gribbl&][suggests using techniques such as
admission control, system introspection, and adaptivérabto achieve robustness in distributed
applications. These techniques are all adaptive in natbwe.approach is different in that we
take a proactive approach toward robustness and therefiaggation is not required. Thus our
work is most appropriate in situations where an immediatnge in the network topology is
undesirable. An example of such a situation is discusseddtiéh 1V. In the physics community,
Carlson and Doyle have introduced a concept for the incatpor of robustness into the design
of complex systems. They have named this conbagttly optimized tolerance (HOT) [6], [8].
Using examples from biology and engineering, they show higli-performance (or high-yield)
systems can be made robust against disturbances for wiaghwére designed to handle, yet can
fail catastrophically when subjected to unanticipatedulisances. This is the trade-off between
the need for high-performance and the increased sengitovitandomness. In a similar fashion,

our approach strikes a trade-off between performance asilieree to network disruptions.

B. Scheduling

In [9] Barlas and Veeravalli present a technique for thevaeyi of continuous-media docu-
ments over unreliable communication links. Progress ig éinea is important in order to realize
the widespread adoption of video-on-demand services bednternet. The solution presented in
[9] is to deliver multiple installments of the document te ttlient. Each installment is transferred
from a different, distributed server. A proxy at the cliesisambles the pieces. By making a
small, adjustable portion of each installment overlap viité adjoining section, the system is

able to withstand a certain amount of data loss without comsing the continuous nature of
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the delivery. Similar to our work, the authors of [9] assuntekmowledge of where network
disruptions will occur. Given the desired probability oférrupt-free playback, the authors show
how to compute the appropriate amount of overlap.

With respect to the divisible load scheduling problem Gheskeal. [10] investigate probing
strategies for estimation of network parameters and suiesgquse of those parameters to
allocate work to processors. Thus, no previous knowleddemotiwidth nor computing speeds is
required. Indeed, one strategy that was investigated gmmmontinuous probing and can adapt
to changing network parameters. However, any probingegyatequires a certain amount of
overhead. Furthermore, we again stress that our work idyppreactive in nature as opposed
to being adaptive or reactive. As such the overhead asedcwith measuring and adapting is
not an issue.

Boloni and Marinescu [11] study the robustness of schirduineta-programs onto grid-like
distributed systems. Meta-programs can be representeadeased acyclic graphs (trees) in which
nodes are component programs and edges are either datauodsation, or host dependencies
among components. The problem addressed by the authoratishth execution times of the
component programs are non-deterministic. An unexpecteg éxecution time of a component
may cause other dependent components to be late, resultamgincrease in the overall execution
time of the meta-program. Their measure of the robustneassohedule is based on the concept
of a critical path, which is a path through the graph suchifrexty component along the path is
late, then the meta-program will be late. Given the proli#sl of individual components being
late, one may compute the probability of any particular patthe schedule becoming critical.
Then, a schedule with fewer critical paths is consideredeanwore robust. In our work with
spanning trees we have something akin to a critical path ed@na node has many children

because if that node fails then the entire subtree belowldsis

[Il. M ODEL

For many distributed applications, the routing of data aressages takes place on a virtual
overlay network that is constructed on top of the underlypiysical network. For example,
nodes in peer-to-peer systems are connected via the phyisiks in the Internet; however,
a node forwards queries only to nodes in its own list of negghpthus forming an overlay

network. Not surprisingly, the topology of such an overlatwork plays a significant role in
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the performance and efficiency of the distributed systemeideve address distributed systems
for which the overlay network is a spanning tree, i.e., a eated network that contains no
cycles. Furthermore, one particular node in the networlesghated as the root node. The root
node acts as a collection point for data (as in a sensor nietvemd/or as a load origination
point for the distribution of work (as in divisible load schding). Throughout this paper nodes

are identified by indices and the root node is always labellgd the numeral one.

A. Traditional Spanning Trees

For a moderate size network with just a few neighbors per ntiedge exist many possible
spanning trees. For a dense network the number is enotm®ien the numerous possibilities,
the question arises as to which spanning tree is best for t&cydar application. The most

commonly seen forms of spanning trees are the following.

Shortest paths: The distance in edge weights of the path &ch node to the root node is
minimum. Such a tree is efficiently constructed by Dijksralgorithm. We
designate this method as SP.

Fewest hops: The distance in number of hops along the path é&mch node to the root
node is minimum. This method is equivalent to SP when all esdgrghts
are equal and therefore Dijkstra’s algorithm may be empgloVée designate
this method by FH.

Minimum weight: The total sum of edge weights is minimum. B@&ctree can be constructed
by either Kruskal’s algorithm or by Prim’s algorithm [12] dudloes not take
into consideration the location of the root node. We dedggttsis method as
MST.

Spanning trees created by FH tend to be shallow and “fath thié average node degree being
fairly large. This is because the only criterion for costhe tistance in hops from the root with
no consideration of edge weights. We will show in Section hdttFH minimizes the expected
value of the amount of data loss when a node or link fails. H@awet is not the best choice for
other performance metrics such as power consumption iroseresworks. At the other end of

the spectrum, MST produces trees that are very deep andhgkifhis is natural since the only

1The exact number is determined from the Matrix Tree Theommpresentation of which can be found in [12], [13].
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criterion is edge weight and the location of the root nodeastaken into consideration. The
shape of trees produced by SP are influenced by the distiibofiedge weights, but they tend
to be deeper and have smaller node degrees than FH trees. agllvdéscuss in Sections 1V
and V these characteristics are good for features such asrpmmsumption in sensor networks
and minimization of makespan in load scheduling.

In each of the three construction methods above, the spagriree that results may not be
unique. This fact will make no difference for our analysiglaxperiments. For example, we
take a probabilistic approach to computing the amount od tfzt is lost when nodes fail. Any
two MST trees of the same underlying original graph are egeit in the sense that they both

have the same expected value for the amount of data loss.

B. Robust Spanning Trees

Instead of settling for one extreme or the other, we seek &wodetb construct spanning trees
that effect good trade-offs: trees that are relatively immto data loss when nodes or links fail
and yet are able to maintain good performance. Indeed, shike very notion of robustness.
Through analysis and simulation we will show that the thengpag trees that perform best for
different, and even opposing metrics are constructed bgidering a weighted combination of

hop count and path weight as follows.
A x hop count+ (1 — \) x path weight (1)

where0 < X\ < 1. If more importance is placed on hop count, then the treetenid to be fat and

shallow. Alternatively, more importance on path weight nethat the tree will be skinny and
deep. The type of tree that performs best depends on thecroéiriterest. In order to construct
trees that perform well under a wide variety of metrics, weerapt to make the tree fat near
the root and skinny further away from the root. The intuitipvith respect to data collection

in sensor networks) is that the further a message has td t@aveach the root node, the more
likely it is to encounter a failed parent somewhere alongwhg. After a message has travelled
a certain distance, the network has already “invested”uress (i.e. power and bandwidth) to
get the message that far. When a message gets close to thedaytwe want to give it the best
possible chance to make it the rest of the way so that its pdyall be recorded. The weight

A is really a function of a node’s depth in the tree. When an ddgg is being considered for
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inclusion in the tree and is the new vertex not already in the tree, then

N=1-t @
€1

where h; is the hop count of nodé from the root and; is the eccentricity of the root node.
The eccentricity of a node is the largest of the shortestgplitim that node to all other nodes.
We measure eccentricity in number of hops, not path weighbtiAer way to think about it is
that (our measure of) eccentricity is the depth of the dadpeasin the SP tree. However, note
that the eccentricity of a node is a characteristic of theedythg graph; it is not a property of
the overlay network. Using this measure of eccentricity quéion 2 ensures that< \; < 1
for all 7. It also effects values fok; that are close to one when selecting nodes that are near the
root, and values close to zero when selecting nodes thatigttesf from the root. This gives the
desired relative importance of hop count versus path weigkiguation 1. We now present two
algorithms for constructing a robust spanning tree: a eéméd version and a fully distributed
version.

1) A Centralized Algorithm: The centralized algorithm is appropriate in situations rehtbe
node on which the algorithm runs has full knowledge of the asodnd link speeds in the
underlying network. This is the case for the application teifible Load Scheduling discussed
in Section V. Our algorithm is based on Prim’s algorithm fonstructing MST. Prim’s algorithm
begins with a single node (the root node in our case) and 4t ga@tion the cheapest edge
that incorporates a new vertex is selected for inclusiométtee. For MST the cheapest edge is
simply the one with the smallest edge weight (ties may be dwalandomly). In our algorithm
the cheapest edge is computed as in Equation 1.

The complete method for generating spanning trees in thisisv@resented as Algorithm 1
and the shorthand identifier is RB. We now discuss the cortipatd complexity. Algorithm 1
requires that we compute the eccentricity of the root nodes €an be accomplished by using
Dijkstra’s algorithm to compute the shortest paths from ribat node to every other node and
then taking the maximum distance (in number of hops) as tlkentdcity. The complexity of
Dijkstra’s algorithm isO(|V|?) [13]. The process of adding edges into the partial spanmigy t
requires at mosfl’| — 1 cost computations and comparisons for every node in thengieyrept
the root node which is added initially). For this step, thestewase time complexity occurs for

complete graphs and @&(|V|?). However, the average time complexity(&a x |V |) wherea is
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the average node degree. Thus the overall complexity ofrithgn 1 isO(|V|?) and is therefore

good in the sense that it is bounded by a polynomial in the size efgiaph.

Data : graphG = {V, E'} with edge weights;;;
compute the eccentricity of the root node

initialize the tree with the root node only;
while there are still vertices not yet added to the tree do
for every vertex i not in the tree do
compute); =1 — (h;/€e1);
computes; = X\; X h; + (1 —X;) x (& + 2ij);

dstore the minimum cost found so far;
en

add the vertex along edg€g(, j) that achieves the minimum cost;
end

Algorithm 1: A centralized algorithm

2) A Distributed Algorithm: For some applications it is unrealistic to assume that amglesi
node will have complete knowledge of the network. This is¢hee, for example, for wireless
and ad hoc sensor networks as presented in Section IV. Fdér spglications we require a
distributed algorithm wherein each node runs the same itligorand the tree is constructed
after each node exchanges a series of messages with itshoesgiThe well-known Bellman
Ford algorithm can be used in this manner to construct SP &hdrées. Letr; be nodei’s
estimate of its distance from the root node, either in patlgkteor in number of hops, and let
z;; be the weight on the link between nodeand ;. Then thekth iteration of the Bellman Ford

algorithm has the form

k ; k-1 .

S = min (z;; ), =2,...,1n, 3
) jeA(Z_)(zj + i) ) n (3)
€Ty = 07 (4)

where A(i) is the neighborhood of node The algorithm terminates wherf = 2*~* for all
1. This algorithm is naturally suited to a distributed impkamation since each node may carry
out its iteration in parallel with the other nodes. In the dytonized version, a node may only

proceed to the next iteration after it as received the updaite¢he previous iteration from all of
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its neighbors [14]. It has been shown [14] that using thaahdonditions

) =0 (5)
=400 i=2,...,n, (6)
the algorithm will terminate after at most* iterations, where

m"= maxm; <n-—1, (7

i=2,...,n

andm; is the number of edges contained in a shortest path fram1. Thus the worst-case
scenario isn — 1 edges. Now assume that communication time dominates thelegity. That
is, we assume that it takes significantly more time to trahsmmessage than it does to make
an addition and a comparison. Each iteration of the syndusversion of the Bellman Ford
algorithm require2 x |F| messages. Thus the serial solution time&isn*|F|). Note that for
no additional cost we can simultaneously construct the SPFkhtrees by simply maintaining
two sets of the equations (3). Upon termination of the BetirRard algorithm each node will
know

1) its parent in both the SP tree and the FH tree,

2) its distance to the root in edge weights (and those of iighher’s),

3) its distance to the root in number of hops (and those ofeighbor’s).

Now the idea is that each nodesimply chooses a parertbased on the form of the weighted
cost in Equation 1. It is important to note that the hop courd aode: is the number of hops
to the root if nodei chooses nodg as its parent. Similarly, the path weight of a nadis the
distance from nodé to the root if nodei chooses nodg as its parent. Each nodescans its

list of neighbors and chooses a pargrdaccording to

JEA(
where )\; is computed as
h;

€1
This method will result in a tree being constructed as londlaso two nodes choose each
other as a parent (a simple check to implement), and 2) nesyale constructed (impossible
if all cycles have positive cost). There is one element to momication cost for our approach
that must be incurred over and above that of the Bellman-Btgdrithm: each node must know
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the eccentricitye; of the root node. We accomplish this in the following way. e&xfBellman-
Ford terminates, each node sends a message destined favatheode (using the SP tree).
The message contains a counter that is incremented at eaclAfter a reasonable amount of
time, the root node scans the messages and determines tthieaddpe deepest leaf (i.e. the
eccentricity). The root node then sends this informationkbdown the tree. The worst-case
number of messages will be— 1 (in each direction). Again assuming that communicatioretim
is the dominant factor, the complexity of our distributedalthm isO(m*|E|) to run Bellman-
Ford (a cost that would have to be incurred anyway to conistitber SP or FH trees), plus
O(|V|) to communicate the eccentricity of the root node.

To illustrate the effect of our algorithm, Figure 1 shows tesults of the four different
construction methods that we have discussed. The undegriyiaph for this figure is a 100-
node random graph wherein each node has between 20 and 3®oesguniformly distributed.
The edge weights are uniformly distributed between .1 andFigure 1(d) shows the robust
spanning tree from our distributed algorithm. It is closadborm to the FH spanning tree shown
in Figure 1(b); however, the distribution of nhode degreesasas heavy-tailed as in FH. Hence
the failure of any particular node will not result in as mugsrdption to the network as the loss
of a highly connected node in the FH tree. The RB tree in Fid{d® was constructed using the
centralized algorithm of section IlI-B.1. We mention hehattboth versions of our algorithm
are heuristic in nature. They do not necessarily producesaet same tree; however, they do
produce trees with the same properties since they both wswlgxhe same cost function. For
this reason, the results presented in each of the next twmssa@re nearly identical regardless
of which algorithm is used.

V. APPLICATION TO SENSORNETWORKS

Several different application areas are now employing les&® sensor networks [15]-[17].
Environmental monitoring for natural disasters and wi@lhabitat, building automation, and
military surveillance are common examples. The model o dlaw in such systems is many-
to-one, which naturally corresponds to a spanning treeldgyoMessages are forwarded up the
tree from child to parent to the root node which is typicalbhnnected to a storage device and/or
a wired network. The overlay network upon which data is rdw#ects both the fault tolerance

and the longevity (via battery life) of the system [18]. Instihegard the primary characteristics
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(a) sP

(c) MST (d) RB

Fig. 1. Spanning trees constructed from a 100-node randaphgiThe node degrees of the original underlying graph are
distributed uniformly between 20 and 30 neighbors. Figyd Is the spanning tree constructed by Algorithm 1. All rodee
just a few hops from the root, which allows shorter paths fa@adransmission than the SP and MST trees of Figures 1(a) and
1(c), respectively. In addition, the relatively low numhsrhighly connected nodes means that there is less chancassfive

data loss as compared to the fewest hops spanning tree akFigb).
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Fig. 2. A Small Sensor Network

are the distribution of node degrees and the depth of the linegeneral, nodes that transmit
over longer distances or through obstructions consume pmrer. Also, parent nodes of large
subtrees use more power since they must forward more dateugmany data aggregation). Such
nodes also expose the network to the potential for massitee Idas if they (or their upward
links) happen to fail.

Figure 2 shows a small sensor network that consists of sewdasn An edge between two
nodes indicates that they can communicate directly. The edgght is the amount of power
required to transmit a single message between the two nddasger weight indicates a greater
distance or an obstruction. Node 1 is the root node. It is tlleation point to which all other
nodes must route their data. The SP, FH, and RB spanning fivedghis network are shown
in Figure 3. In this case the MST tree happens to the same aSRhigee. Again we stress
a proactive approach in our work. In particular we assume mwiori knowledge concerning
exactly which nodes or links will fail. As such we compute ttatistical expectation of the
amount of data loss given the number of nodes that fail andctineesponding probabilities
of failure. In the next two sections we define metrics for dats and power consumption. In
doing so we present a theorem and its proof for the form of gansing tree that minimizes
the expected value of data loss (the FH tree). Using thesgamete then compare our robust

spanning tree topology RB to the SP, FH and MST topologies.

A. Expected Data Loss

For clarity of presentation we focus on node failures as epgdo link failures. Note that

for tree networks there is no loss of generality in doing scelbse, as far as the amount of data
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(a) SP (b) FH

Fig. 3. Spanning Trees of the Sensor Network of Figure 2

loss is concerned, the failure of a node is equivalent to aileré of the link to the parent. This
applies to every node in the tree except the root node, whehsgume will not fail. The reason
for omitting this possibility is that if the root node failthen the entire data collection process
is halted regardless of the topology of the overlay netwditkus we see no reason to include
this possibility when comparing alternative topologiesn€ider a tred” with vertex setV (T")
and edge set/(T'). Let m; be the number of nodes in the subtree rooted at rio@ecluding
node: itself) and letg; be the probability that nodewill fail. Then the expected value of data

loss L given that exactly one node fails is

E{L | exactly one node fails= Y " m; x ¢, (10)
iev(T)
where
> a=1 (11)
eV (T)

Throughout this work we assume that all nodes have an eqobépility of failure. The expected

value of data loss then becomes

E{L | exactly one node fails with equal probabilitjes ﬁ Z m;, (12)
ieV(T)
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wheren = |V(G)| is the number of nodes in the graph. Using Equation 12 theategedata

loss of the spanning tree in Figure 3(a) is
1
E{L}:6(6+1+2+1+1+1):2.0. (13)

Similarly for Figure 3(b),E{L} = 1.5, and for Figure 3(c)E{L} = 1.667. In this case the
FH spanning tree admits the smallest value for expected Idaga This is intuitive since the
depth of the tree is as small as possible. Indeed, Theorenowssthat the FH spanning tree

minimizes the expected value of data loss for any graph.

Theorem 1 Given an arbitrary graph representing a sensor network in which each node has
an equal probability of failure, the spanning tree that minimizes the number of hops from the

root processor also minimizes the expected value of the amount of data loss.

Proof: The proof is by induction on the number of nodes in the tree ddse of one or two
nodes is trivial since there is only one spanning tree foheddhose cases. Therefore our base
case is a network consisting of three nodes as as shown imeFfa). The expected data loss
of the minimum-hop spanning tree, shown in Figure 4(b), impoted ag1/2) x (1+1) = 1.
There are two other trees, and they are isomorphic to eaddr.dme of these is shown in
Figure 4(c), and its expected data losg1i$2) x (2+ 1) = 1.5. Thus the theorem is true for the
base case.

Now suppose that the theorem is true for an arbitrary grapgh winodes. Let us examine
what happens when we increase the size of the network by ke singe, labelled, and suppose
that we have multiple choices of where to attach nbdethe spanning tree. We may attach the
new nodei to a nodev which isr hops away from the root node, or we may attach the new node
1 to a nodeu which is s hops away from the root node, whese< r. Let X be the expected
amount of data loss before the new nads added and leX, be the expected amount of data
loss if nodes is attached to node. Define X, similarly. Then it suffices to show that, > X,.
When we (re-)compute the expected amount of data loss aftkn@in the new node, the only
nodes that change the value of the computation are the néales the path fromv to the root
if node is attached to node (there arer links on this path), or along the path fromto the

root if node: is attached to node (this path consists of links). In the (re-)computation we
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(a) Original graph (b) Fewest hops tree (c) Isomorphism class

Fig. 4. Base Case for Theorem 1

add one for each node along the path fromo the root.
Xe=X+s<X+r=X, (14)
X, < X, (15)

The inequalities are true sinee< r and so the theorem is true for any size graph. Thus choosing
the smallest number of hopsaway from the root will minimize the expected amount of data
loss. [ |

A corollary to Theorem 1 arises when there are multiple pganeles for connecting a new
node, and all of the possible parents are equidistant froenrdiot. That is, in the arbitrary
underlying graph, the new node can communicate with more three node that is exactly
hops away from the root andis minimal. As far as minimizing the expected value of datsslo
in this case, it makes no difference to which of these equaidisnodes we attach the new node.
Of course this extension is only valid when all nodes are kyligely to fail. In the case of

different probabilities for node failures we would need tmsider the node degrees.

B. Power Consumption

Nodes consume power when they transmit and receive data pMover is required to transmit
and receive over longer distances and through obstructiims amount of data forwarded up
the tree also plays a role in power consumption since mora ageans more transmissions.
Hence parents of large subtrees are subject to fast dapletitheir power reserves. A partial
offset to this situation occurs when data can be aggregatédhais fewer forwarded messages
are required. However, even with data aggregation, pam@sesimust still receive the data to be
aggregated and also expend processor power performingtinegation itself. Furthermore, data

aggregation does not reduce the number of sampled datas [@midtso the loss of a large subtree
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will still result in a much smaller sample size, regardleéshe extent of data aggregation. We
consider three metrics for power consumption: 1) the totabant of power consumed by the
network, 2) the maximum amount of power consumed by a singtienand 3) the number of
messages associated with the node that consumes the maxamaoomt of power. The second
and third perspectives are important since the particubatenin question will be the first to

deplete its power supply.

Ignoring data aggregation for the moment, the amount of oktywower consumed when all
nodes send one message to the root node is the sum over adl obthe product of the number
of messages sent and the power required to transmit a siregeage. Again we let,; be the
number of nodes in the subtree rooted at nodand letz; ; is the weight on the link from
node: to its parent nodg. Then the total network poweP required to collect a single data
observation is

P = m; X Zi . (16)
i€V (T)
Using the spanning trees of Figure 3 to illustrate the catooh, the total network power for

the SP tree of Figure 3(a) is (going breadth-first throughttée)
P=6x1)+(1x1)+2x2)+(1x1)+(1x1)+(1x1)=14. (17)

Similarly, P for the FH tree of Figure 3(b) is 17, anfd for the robust tree of Figure 3(c) is 16.
It can be shown that SP trees will admit the minimal valuesRor(The proof is very similar

to the proof in Theorem 1 and is therefore omitted.) This igirad since the weights on the
paths to the root node are smallest. We may now start to sdeatie-off between expected data
loss and power consumption. At one end of the spectrum, &8 tree low power, but expose
the network to greater possibilities of data loss when nddisOn the other hand, FH trees
minimize expected data loss, but consume more power on tlidewlhe trees generated by

our methodology offer a compromise that the results of theé section make apparent.

C. Smulation and Results for Randomly Generated Networks

Using the metrics that we defined for expected data loss ameipoonsumption, we now
evaluate the performance and robustness of different spgrtrees via simulation on three

categories of randomly generated networks. The three @aésgare
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Fig. 5. Average tree depth and expected data loss resultarmtomly generate networks.

Sparse: Each node has between 1 and 10 neighbors.
Medium: Each node has between 20 and 30 neighbors.

Dense: Each node has between 40 and 50 neighbors.

The number of neighbors is uniformly distributed in the exgjve ranges. For each category, we
generated 100 random graphs using the method and softwscehil in [19]. Our procedure
for generating a random graph was to produce the uniforngiriduted degree sequence, ensure
that a graph with that degree sequence indeed éxistsl then use the software of Viger and
Latapy to generate the simpleconnected graph. The edge weights for all three categmees
uniformly distributed between 0.1 and 10. For each of thedhtategories, the data loss and
power consumption metrics presented in sections IV-A an@ Were computed for each of the
100 randomly generated graphs. The results presentedsirs¢istion and in section V are the
averages over the 100 random graphs in the respective ca®go

Average tree depths are shown in Figure 5(a). Naturally,RHetrees exhibit the smallest
depths. The robust trees are deeper than FH, but not as d&xfp ST does not consider the
location of the root node and so it generates the deepe&t tree this reason, MST is not a
good candidate for sensor networks. We show the results af fdScomparison purposes only.

In accordance with Theorem 1 and as shown in Figure 5(b), Eéstadmit the smallest values

2This is accomplished by employing the Theorem of Havel-Ha{il2].

3Simple means no loops and no multiple edges.
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Fig. 6. Power consumption results on randomly generatedanks.

for expected data loss. Note that the expected data lossBoirdes are only slightly greater:
2.08 vs. 1.80 for medium density networks and 1.89 vs. 1.860démse networks. Thus with
respect to data loss the RB trees perform quite well. Howekerreal benefit of the RB method
comes from the combination of low data loss and relatively fower consumption. This can
be seen in the results for network power consumed and thenmaxipower used by any one
node, as shown in Figures 6(a) and 6(b), respectively. IggdviST as a candidate, the power
consumption metrics for RB fall in between SP (the lowest) &R (the highest). Especially
for maximum power used, the RB values are closer to SP thamtorkis is evidence of the

best of both worlds: data loss similar to FH trees and powesgmption closer to SP trees.

A metric that combines the notions of data loss and powerwapsion can be viewed in
the following way. The node that consumes the most powertheenode that accounts for the
maximum power metric, will be the first node to deplete its posupply. We consider the size
of the subtree rooted at this node (ize;), and hence the number of data points lost when this
node ceases operation. In other words, we measure the nuwhberssages that are forwarded
by the node that first depletes its power supply. This megrghiown in Figure 7. In this respect,
for medium and dense networks, the RB trees exhibit the sstalimount of data loss.
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V. APPLICATION TODIVISIBLE LOAD SCHEDULING

Divisible Load Scheduling (DLS) is the process of simulamdy scheduling the data and
computations of a data-parallel application onto multiplecessors. In the basic version of the
problem the data originates at a single processor (the am#)rand the objective is to assign each
processor an amount of data such that the total time to tia@sm process all of the data (the
makespan) is minimized. Thus the flow of data is reversed wempared to the data collection
operation of sensor networks. A key aspect of the problenhas the data may be divided
into chunks of arbitrary size. Some applications that arerahble to this computing paradigm
include image processing, data mining, and matrix-vectoitiplication. The DLS problem has
received a significant amount of attention in the computemse literature [20]-[25]. Most of
the existing work has been oriented toward solutions farcstired, well-defined, multi-processor
networks: linear-chain, bus, tree, hypercube, and 3-D meshiorks. Moreover, the vast majority
of existing work has also assumed that all computationauees, i.e. transmission links and
processors, are dedicated to the application at run-timt@levthat work forms the foundation
of the theory surrounding DLS, there is a need to examine #ropnance of these types of
applications in modern distributed computing systems. Aalpel application running in such
an environment may not have full, dedicated access to a mesaluring its execution. In this
situation the topology of the overlay network on which the ®problem is solved plays an

important role in the quality of the overall solution.

August 2, 2006 DRAFT



21

Contrary to the work in structured networks, we are conagmigh solving the DLS problem
on arbitrary graphs, such as those effected by wide areaonetvand wireless networks. To
solve the DLS problem, we adopt the technique of Yao and Ve#r§26], which distributes the
data onto a spanning tree of the underlying network. Thecstra of the spanning tree affects
both the speed of processing and the robustness to netwgitklshnces. In this regard, we show
that the solutions obtained on the RB spanning trees gekelst Algorithm 1 (the centralized
algorithm) achieve both speed and robustness. With respebe robustness of a solution, we
consider the possibility that any particular transmisdiok or processor will be congested and
will therefore perform at a reduced speed. We examine thedmpn the total processing time
of a DLS application due to delays in the transmission of .datahe next section we show that
it is appropriate to only consider tree-based solution®éDLS problem on arbitrary networks.
We then show how to measure transmission delay and progedsiay for the DLS problem
when the network and computational resources are subjexrtgestion from resource sharing.
In doing so we present results and compare the performamtedustness of the different

spanning tree construction methods on randomly generagtaorks.

A. Tree-based Solutions

In [26] Yao and Veeravalli present a method for allocatingigible loads to processors in
arbitrary networks. Their technique, RAOLD-OS (Resourseare Optimal Load Distribution
with Optimal Sequencing), is to generate a minimum-weighitsing tree (MST) on the arbitrary
network and then solve the DLS problem on that tree. The ailoc of load on a tree network
is accomplished by a two-step process:

1) Child nodes are reduced with the parent node into a repiasen of an equivalent
processor. This recursive process stops when the enteehtie been reduced to a single
equivalent processor.

2) While expanding back into the tree network, the workloséliocated onto single-depth
subtrees according to time-balance equations.

The principle of optimality in the DLS literature states tiathe optimal allocation of load, all
processors must stop executing at the same time instant@2¢rwise, some processor will be
idle and could have accepted more load, thus reducing loatham processors and shortening the

makespan. Constructing a spanning tree overlay networknaarlaitrarily complex architecture
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Fig. 8. An Example Network for the DLS Problem

Fig. 9. Spanning Trees of the Network in Figure 8

is a natural approach to simplify the problem. In fact it ig ddficult to show [28] that the
optimal solution to the DLS problem indeed occurssome spanning tree of the original graph.
So given an arbitrary network, the optimal solution to thehroblem occurs on a spanning
tree. Furthermore, the RAOLD-OS procedure finds the optsoéltion for the particular span-
ning tree on which it is executed [26]. The question theneari$iow do we find the spanning
tree that admits the global optimal solution? In this work de not address the optimality
criterion directly, but rather, our goal is to identify spaémg trees that are easy to construct and
that exhibit qualities of fast processing time and robustrte network disruptions. The spanning

trees generated by Algorithm 1 satisfy this goal.
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TABLE |

OPTIMAL LOAD ALLOCATION PERCENTAGES FOR THENETWORK OF FIGURE 8

Spanning Treg| s Qs Qs Qu Qs Qe ar | Makespan
SP, MST .398 | .284 | .126 | .090 | .035 | .038 | .029 398.1
FH .385 | .275 | .125 | .090 | .024 | .060 | .042 384.7
RB .384 | .274 | .124 | .089 | .041 | .046 | .042 384.1

Let us examine the optimal solutions for the example netviorkigure 8 and its associated
spanning trees in Figure 9 when there is no disruption to #teork. That is, all transmission
links and processors operate at their prescribed speedthiB@xample all processors operate at
the same speed af = 1. Node 1 is the load origination point and the total amount ofkload
to be transmitted and processedl/is= 1000. The percentage of the total load assigned to
processori is «;. Naturally, all of the load allocation percentages must ganone. For most
DLS problems on arbitrary networks, SP admits the smallestaspan. However, the network of
Figure 8 serves as an example that this is not always the €aseoptimal load allocations and
makespans listed in Table | show that FH and RB give smallé&esan values. Figure 10 shows
more comprehensive results for solving the DLS problem oo $&ts of randomly generated
networks: medium-density and dense as described in séwtGnThe results for sparse networks
are not shown because the the performance of all spannieg Wwere approximately the same.
As indicated earlier, SP trees show the best performancerimst of makespan. However, the
RB spanning trees exhibit the second-best makespan vahgesie will see in the next section
that this performance combined with their robustness tovort disruptions makes them very

attractive candidates on which to solve the DLS problem.

B. Transmission Delay

Similar to the way we measured data loss for sensor netwarksake a probabilistic approach
to measuring transmission delay for the DLS problem. Thiseisause even though we assume
that disruption to the network will occur, we do not know invadce exactly which link or
processor will be congested. If we had such knowledge thewoudd factor it into the problem’s
solution. Therefore we compute the expected value of thestngssion delay given the number

of links that will experience congestion and the magnitufi¢hat congestion. Similar to the
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notation found in the DLS literature, we let; be the inverse speed of the link from nodt®
nodej. The units ofz; ; are seconds per unit of work and hence smaller values irdfeater
transmission speed%;,, is the time to transmit a standard unit of workload.

Now, let us compute the expected transmission delay thatdaaecur if a link (z, j) exhibits
congestion and its bandwidth is reduced to a certain peagemnf its full capacity, specified by
x, Where0 < xk < 1. The effective transmission speed of lifk ;) is reduced to; ;/x and the

delay D incurred for transmittingy; x L units of workload ié
Zi.q 1
D = OéjL?’]Tcm — ajLZi,chm = (E — 1)(OéjLZZ'7chm), (18)

where0 < x < 1. Let z;,; be the total amount of workload transmitted on litkj). This
amount of workload includes the portion processed by psmregsand all of the workload that
passes on to other processors, jg.children. Letg; ; be the probability that linKs, j) exhibits
the performance degradation specified AAyThen the expected value of the total amount of
transmission delay is

E{D} = (i’j)EZE(T) - = iz Tom (19)
where the summation is over all links in the trée Let us use equation 19 to compare the

robustness of the spanning trees in Figure 9 to a single lmgestion in the amount = .50.

“We still think of j as the parent of; hence the subscript
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Recall that we do not know in advance exactly which link wil tongested, so for this example
we assume that all links have an equal probability of beinggested, i.eq;; = 1/6 for all
links (7, ) in the spanning tree. For the spanning tree of Figure 9(&)ngell processor speeds

w; =1, L = 1000, T,,, = 1, and factoring the constant terms gives

E{D | single link congestionx = .50} =

11
E(E — 1)L |(a)z19 + (a3 + g + a5 + ag + a7) 213

-+ (044)23,4 —+ (Oé5 -+ (875 -+ 047)23,6 —+ (055)36,5 + (047)2677] = 615 (20)

The same parameters for the FH spanning tree of Figure 9{R)Ef D} = 74.1 and for the
RB spanning tree of Figure 9(c) gile{ D} = 71.0. SP (which happens to be the same as MST
in this small example) shows the greatest robustness tacbnigestion. Figure 11(a) shows the
results of expected transmission delay for the two sets wfiomly generated networks. RB
and MST are the most robust, with MST being slightly better feedium-density networks
and RB being slightly better for dense networks. In densevordds there is more freedom for
Algorithm 1 to add nodes into the spanning tree and this tesuola tree structure that is better
suited to our purposes. For both categories of network ter®B shows more robustness than
SP to link delay. Recall that SP admits the best performand@e form of small values for
makespan. Thus we see that the RB spanning trees of Algolittagain achieve a desirable
trade-off: acceptable performance and very good robustttebnk congestion.

One may take a more conservative (or pessimistic) appraaoeasuring transmission delay
and consider what would happen in the worst case scenarialotbngestion. In other words,
we can measure the delay that would occur if the link thateatise maximum amount of delay
is in fact the one to experience congestion. (This is thddimtk link.) We simply measure the

delay (potentially) caused by all — 1 links and take the maximuni)ay.

1
Dpax= (— —1) max ii%iilem?. 21

The maximum delay results for the two sets of randomly gdadraetworks are presented in
Figure 11(b) (forx = .50). Under this conservative metric, RB trees are the mostsbobu
network disruptions. It is interesting that SP trees arest@nd-most robust, which is unlike

the results for expected link delay in Figure 11(a). ThisugHer evidence that the RB trees
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Fig. 11. Transmission delay results for the DLS problem ordaenly generated networks.

are robust in general. Indeed good performance under a vadety of metrics is a hallmark

of robustness.

VI. CONCLUSION

Robustness is an important property for distributed coimgusystems. These systems are
subject to resource contention and hence node failures randmission delays are common
enough to warrant their consideration in system designs Ehespecially true when the appli-
cation designer has some control over the manner in which idabuted and computations are
performed, such as the choice of topology for an overlay agkwin this work we presented a
methodology for constructing a spanning tree overlay negtwhtat exhibits robustness to network
disturbances. The construction techniqgue employs a wailgfdrmula for hop count and path
weight that changes the relative importance as the disthnoe the root node changes. This
results in trees that perform well for a wide variety of medriwhen compared to the most
common forms of spanning trees, our robust trees are clasesppearance to fewest-hops
spanning trees. However, the node degree distributiontisatighly skewed, which results in
less probability for massive data loss when highly conrteciedes fail.

To construct such a topology, we presented both centraginddully distributed versions of the
algorithm. We applied the distributed version to the problef data loss and power consumption

in wireless sensor networks, and the centralized versiaghdgoroblem of network congestion
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in divisible load scheduling. The approach we used to meadata loss was statistical since we
assumed no a priori knowledge concerning which nodes wiaildExperiments on three sets
of randomly generated graphs show that the robust spanreeg exhibit values for expected
data loss that are comparable to the best possible valuesmelst-hops spanning trees, while
displaying power consumption values that are closer toettadsshortest-paths spanning trees.
Hence we were able to effect a trade-off that achieves thedbesacteristics of two opposing
metrics. When used as the overlay network for the divisibéelischeduling problem on arbitrary
graphs, our spanning trees admit good performance for rpakegalues and at the same time
are extremely robust to link congestion. Again the resuitsasthat these spanning trees achieve
good performance for two opposing metrics where traditiéoians of spanning trees do not.
Our approach toward robustness is proactive rather thastivealt is natural to ask when
a node realizes that its parent has failed, why not simplyosbaanother parent (assuming the
node has multiple neighbors)? This may or may not be desirdbthere are many nodes that
choose a new parent, then the properties of the tree will kaawn. For example, several nodes
could (unknowingly) choose the same parent and cause iterpsupply to be quickly depleted.
If the goal of the system is to collect as much data as possibdeshort amount of time, then
this could be a good strategy. However, if the goal is to cblke reasonable amount of data
over a long period of time, then it would be better to use atiglér failed) topology about
which we have some statistics. It seems that the pertinesdtoun is: At what point is it worth
rerunning the spanning tree construction algorithm to tansa new tree? This is one subject

of our future work.
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