1 QIP

In this section, we prove that QIP is at least as hard as QR (quadratic residuosity);
one way to prove this is to reduce QR to QIP; technically speaking, in doing that
we might face the following subproblem: prove that the two distributions below
are identical or evaluate/discuss their statistical/computational difference.

Let s « S denote the random process of uniformly and independently choos-
ing an element s from the set S. Let z < A(z,y,...) denote the output z of an
algorithm A with input (z,y,...). Given a security parameter m, let BW(1™)
denote the set of m-bit primes p such that p = 3 mod 4. For a positive integer
n > 1, let Z;, denote the set of positive integers which are less than and coprime
to n. Let QR(n) denote the set of quadratic residues modulo n and let Z! (resp.
Z. ') be the elements of Z} which have Jacobi symbol equal to +1 (resp. —1).
Let CS(n,a) denote the set of integers s in Z7 which satisfy the condition «a.
Also, we say that a function f : Z* — [0,1] is negligible in n if f(n) < 1/p(n)
for any polynomial p and sufficiently large n.

Quadratic Residuosity Problem (QRP). The QRP problem consists of efficiently
distinguishing the following two distributions:

Eo(1™) ={p,q = BW(QA™);in —p-q;
s Z,"UQR(n) : (n,s)}
={p, ¢ =BWQA™);n —p-q
s+ CS(n,s € Z;' UQR(n)) : (n,s)}
Ex(1™) ={p,q = BW(QA™);in —p-q;
s—17Z : (n,s)}
={p,g = BW(A™);n —p-g;
s« CS(n,s € Z}) : (n,s)}.

We say that algorithm A has advantage € in solving QRP if we have that:

| Pr[(n,s) «— Eo(1™) : A(n,s) =1]
— Pr[(n,s) — E1(1™) : A(n,s) = 1” =e (1)

We say that QRP is intractable if all polynomial time (in m) algorithms have a
negligible (in m) advantage in solving QRP.



Quadratic Indistinguishability Problem (QIP). The QIP problem consists of ef-
ficiently distinguishing the following two distributions:

Do(1™) = {p,q = BW(Q1A™)in —p-qgh — Z;;
s+ CS(n,s* —4h € Z;' UQR(n)) : (n,h,s)}
Dy(1™) ={p.q = BW(QA™)in — p-q¢;h — L3
s— 7 : (n,h,s)}
={p.qa =BW(");n —p-qgh —Z};
s — CS(n,s€Zy) : (n,h,s)}.

We say that algorithm A has advantage € in solving QIP if we have that:

| Pr[(n,h,s) < Do(1™) : A(n, h,s) = 1]
—Pr[(n, h,s) <« D1 (1™) : A(n,h,s) =1]| =e. (2)
We say that QIP is intractable if all polynomial time (in m) algorithms have a
negligible (in m) advantage in solving QIP.

Before proving the equivalence of QRP and QIP, we prove the equivalence
of QIP and QIP,,.

QIP, Problem. The QIP, problem consists of efficiently distinguishing the fol-
lowing two distributions:

Doo(1™) = {p,q = BWA™);n —p-qh — L

5+ CS(n,s* —4h € Z,," UQR(n)) : (n,h,s)}
Doi(1™) = {p,q = BWA™);n —p-qh — Z;

5+ CS(n,s* —4h € Z%) : (n,h,s)}.

Recall that given a finite set C' and any two subsets A and B, we have
|[AUB| <|C| and |ANB|>|Al+|B|—|C|
so that
|[AAB| = [AUB| - [AN B| <[C| = (|Al + |B] - [C]) = 2[C| = |A| = |B]. (3)
Since addition by a non-zero element is a 1-1 map on Z,,, we have
4h+ ) = [Z4] = (— (g — 1)
so that, by [Equation 3]

[4h + Zp AZy| <2pg—(p—1)(q—=1) = (p—1)(¢g—1) =2(p+q—1).



Thus the advantage of an adversary distinguishing the two distributions
Di(1™) = {p,q — BW(1™);n «—p-q;h — Z};
s« CS(n,s € Z}) : (n,h,s)}
D (1) ={p,q = BWQA™);n —p-q;h — /AR
s —CS(n,s €4h+17Zy) : (n,h,s)}
is at most
2ptq=1)
(p=1)(g—1)
In particular, the advantage of an adversary distinguishing the two distributions
DY(1™) ={p,q =~ BW{™);n «—p-q;h «— Z}*;
s+« CS(n,s*> € Z;) : (n,h,s)}
Di,(1™) ={p,q —BWQA™);n —p-q;h Zts
s CS(n,s*> €4h+7Z%) : (n,h,s)}

()

is at most N 2p+q—1) _ 8(p+q—1)
P-D-D/A " (p-1-1)"

Now,
2 —4h €7 <= s*€4h+Z;, and sc€Z < s*cZ
so that the advantage of an adversary distinguishing the two distributions

Di(1™) = {p.q = BWQA™)in —p-qg;h — 7
s« CS(n,s €Z) : (n,h,s)}
Do1(1™) = {p,q = BWA");n —p- g h — ZT;
s+ CS(n,s* —4h € Z%) : (n,h,s)}

is at most

8(p+qg—1)

(p—1a-1)
Hence Dy 1(1™) and D;(1™) are indistinguishable and the problems QIP and
QIP, are equivalent (since Dg (1) and Do(1™) are the same distribution).

So, to prove the equivalence of QRP and QIP, we only need to prove the

equivalence of QRP and QIP,. Given a distinguisher A for QIP,, which takes
as input (n,h,s) where n is a Blum-Williams integer, h « Z ! and s € Z,
and outputs a bit b indicating (n,h, s) is from the distribution Dy (1), we
simulate a distinguisher B for QRP, which takes as input (n,s) where n is a
Blum-Williams integer and s € Z}, and outputs a bit b indicating (n, s) is from
the distribution Ejp(1™) as follows

h

1. B randomly chooses o « Z;, and sets h = %



2. If h ¢ Z}1, B discards this o and goes back to the previous step.
3. B invokes A and inputs (n, h, o) to it.
4. B outputs b — A(n, h, o).
Since s = 02 — 4h, (n,h,0) « Dg(1™) implies that
if b=0, 0« CS(n,s € Z, UQR(n));
elseif b=1, o0 — CS(n,s € Z%).

Thus B is correct whenever A is. Hence QIP, is equivalent to QRP.

QIP, Problem. We define the QIP; problem as the problem of efficiently distin-
guishing the following two distributions:
Dio(1™) = {p,q = BW(A™);n —p-g;d — {0,1};ho, ha — Z*;
s« CS(n,s* —4hg € Z,* UQR(n)) : (n,ho,h1,5)}
Dyi(1™) = {p,q = BW(A™);n = p-qyho,ha — Z Y55 < Zj, + (n,ho, ha,y )}

We say that algorithm A has advantage € in solving QIP; if we have that:

| Pr[(n, ho, hl, S) — D170<1m) : A(n, ho, hl, S) = 1]
— PI‘[(TL, ho, hl, S) — Dlyl(lm) N .A(TL, ho, hl, 8) = 1” = €. (7)
We say that QIP, is intractable if all polynomial time (in m) algorithms have a

negligible (in m) advantage in solving QIP;.
By a simple simulation argument, we can prove the following theorem:

Theorem 1. The QIP; problem is intractable if and only if the QIP problem
is so.

To prove the equivalence of QIP and QIP;, given Dy and D;, we choose
randomly h; «— Z;‘L’ L and create D10 and D ;. If we can distinguish between
these two with probability €, then with prob €/2 we can distinguish between the
given two distribution.

QIP, Problem. We define the QIP, problem as the problem of efficiently distin-
guishing the following two distributions:
Dao(1™) = {p,q = BW(A™);n —p-g;ho, ha — L
5« CS(n,s* —4hg € Z," UQR(n)) : (n,ho,h1,5)}
Do a(1™) = {p,q = BW(™);n —p-q;ho, hn — Z};
5+ CS(n,s* —4hy € Z," UQR(n)) : (n,ho,h1,5)}

We say that algorithm A has advantage € in solving QIP, if we have that:

| Pr[(n, ho, h1,s) < Dao(1™) : A(n, ho, by, s) =1]
— Pr[(n, ho, h1,s) < D21 (1™) : A(n, ho, b, 8) = 1” =e (8)



We say that QIP, is intractable if all polynomial time (in m) algorithms have a
negligible (in m) advantage in solving QIP,.
By a simple hybrid argument, we can prove the following theorem:

Theorem 2. The QIP, problem is intractable if and only if the QIP problem
is so.

To prove the equivalence of QIP and QIP,, given Dy and D;, we choose
randomly &’ < Z! and create D’. Then we treat D; and D} as Dy g and Dy ;. If
we can distinguish between these two then we contradict the indistinguishability
between Dy and Dy and between Dy and Dj.
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